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Encyclopedia of Ethical Failure

This issue of The RFP Report deals with an interesting, easy-to-read, at-times-humorous
publication that highlights ethical failures. It is a deviation from our usual articles dealing almost
exclusively with RFP best practices. However, it provides great source material for courses on
procurement ethics. The Encyclopedia is published by the Department of Defense and it
summarizes “real examples of Federal employees who have intentionally or unwittingly violated
the standards of conduct”. While the entire publication is 110 pages long, only a small number of
cases involve procurement; and few involve procurement officials.

One of my favorites deals with Abuse of Position:

"But, Judge, | didn't get anything!"

An offshore safety inspector found much of the Government's equipment to be in need of repairs to meet
safety standards. He then referred the business to his brother-in-law's repair shop. The rig operators smelled a rat
and called the FBI. They discovered that, in return for each referral, the brother-in-law was treating the inspector to
an evening with a lady of dubious morals.

The case was brought to trial. in his defense, the inspector claimed that he had not received a "thing of
value” in return for the referral. The judge didn't buy it - and neither did his wife.

This issue also describes the great cake procurement fiasco in San Jose.

Hope you enjoy this valuable document and its revelations.
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Put this Report on your web site. Pass it on to a friend.

Although The RFP Report is subject to copyright, readers are encouraged to distribute and circulate The
RFP Report to those who might have an interest in the publication, or to display the publication on their
website at no cost. The publisher grants permission to you for this. Readers are encouraged to distribute this
file/publication to their colleagues and incorporate it into their organization's web sites subject only the
condition that the document remain whole and that the citation material in it remain unchanged. This
document/file cannot be used in whole or in part in any commercial publication or service without the
permission of the publisher.
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Encyclopedia of Ethical Failure

This publication has been compiled by the General Counsel's Office at the Department of
Defense. The goal of this easy-to-read, often humorous publication is to provide “real examples of
Federal employees who have intentionally or unwittingly violated the standards of conduct’. While
the entire publication is 110 pages long, not all the cases involve procurement.

We have, in this article, extracted and re-printed (without editing) many of the procurement cases.

While there are similar examples from other non-federal entities such as states, cities, counties
and school boards, there is no similar compilation of examples.

In reading this, you will discover that few of these errors, indiscretions or crimes were committed
by procurement officers.

The entire document can be found at:

http:/iwww.dod.mil/dodgc/defense_ethics/dod_oge/Encyclopedia_of_Ethical_Failures_2006_Full_
Version.doc

Abuse of Position
"But, Judge, | didn't get anything!"

An offshore safety inspector found much of the Government’s equipment to be in need of
repairs to meet safety standards. He then referred the business to his brother-in-law’s repair
shop. The rig operators smelled a rat and called the FBI. They discovered that, in return for each
referral, the brother-in-law was treating the inspector to an evening with a lady of dubious morals.

The case was brought to trial. In his defense, the inspector claimed that he had not
received a "thing of value" in return for the referral. The judge didn't buy it - and neither did his
wife.

Bribery (18 U.S.C. § 201-Type Violations)

Exchanging Contract for Computer Earns Prison Time

The Facts: The director of Respiratory Care at a Veterans Affairs (VA) hospital in
Shreveport, Louisiana, agreed to push through a VA contract for a vendor, if the vendor supplied
her with a laptop computer. The VA Police and Security Service, as they are wont to do,
investigated and discovered this quid pro quo. The director was caught and pleaded guilty to
soliciting and receiving illegal gifts. She was sentenced to 5 months in prison, to be followed by 7
months of home confinement, and ordered to pay restitution of $904. (Source: Federal Ethics
Report, Feb. 2001.)

The Law: 18 U.S.C. § 201(c)(1XB) (2003) forbids any public official from accepting
anything of value in exchange for an official act to be performed, or because of any official act
already performed. Violations of this law can merit fines, imprisonment for up to 2 years, or both.




Asking for a Bribe—Have You Lost Your Mind?

The Facts: An employee at the Defense Megacenter at Kelly Air Force Base, Texas, was
working as a member of a source evaluation committee reviewing contract proposals for a $5
million contract when he struck on this ingenious idea: Ask one of the potential contractors for a
bribe in exchange for his approval of the contractor's proposal! The contractor apparently didn’t
think that this was such a good idea, however. It contacted the Defense Criminal investigative
Service, which investigated the case along with the Air Force. The investigation included using
an undercover agent, parading as the contractor’s representative, paying the employee the bribe.
Having been caught with his hand in the cookie jar, the employee pleaded guiity to accepting a
bribe and was sentenced to one year of probation and ordered to participate in a mental heaith
program—perhaps an appropriate remedy for what proved to be a lame-brained scheme.
(Source: Federal Ethics Report, Feb. 2001.)

The Law: 18 U.S.C. § 201(b)(2)(A) (2003) bars public officials and any persons selected to
be public officials from seeking anything of value in return for “being influenced . . . in the
performance of any official act.” The penalty for violating this law can include fines, imprisonment
for up to 15 years, or both, along with possible disqualification from holding “any office of honor,
trust, or profit" with the United States Government.

Don’t Be Too Gracious a Gift-Getter!

The Facts: An employee of the Maritime Administration (MARAD), a division of the
Department of Transportation, oversaw contracts for ship repairs. He also saw a contractor
providing him with nice gifts to reward his work—including a large-screen TV and a VCR. What
could be wrong with that? Plenty, according to the U.S. Attorney, who delivered to this gracious
gift-getter a four-month prison sentence, to be followed by one year of probation, and an order for
restitution in the amount of $7,460. The other gifts the employee could have refused; these he
was compelled to take. (Source: Federal Ethics Report, Feb. 2001.)

The Law: 18 U.S.C. § 201(c)X1)}B) (2003) forbids any public official from accepting
anything of value in exchange for an official act, or given for an official act already taken. A
violation of this law can result in fines, imprisonment for up to 2 years, or both.

Not So Much of a Bfight Bulb!

The Facts: A former supervisor in the Bureau of Indian Affairs used a Government-issue
credit card to purchase excessive quantities of overpriced light bulbs from a North Dakota
company. In exchange for his act as a poor shopper, he accepted $21,000 in bribes. For his
savvy purchasing, he was sentenced to one year and nine months in prison and ordered to pay
$72,000 in restitution.

The Law: 18 U.S.C. § 201(b) (2003) forbids Federal employees from (among other things)
seeking or receiving anything of value in return for being influenced in the performance of an
official act or to commit or to assist the commission of any fraud against the United States. It
mandates fines, imprisonment for up to 15 years, or both, along with disqualification from holding
“any office of honor, trust, or profit under the United States.”
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Navy Employee Sentenced for Gratuity Offense

A Navy electrical foreman was sentenced for accepting $9,300 in illegal gratuities from a
Government contractor. The foreman was convicted of violating 18 U.S.C. 201 and was
sentenced to 36 months probation and a $10,000 fine. The electrical foreman assisted a
Government contractor in abtaining a contract with the Naval Air Warfare Center (NAWC). The
foreman had authority over certain Navy contracts relating to NAWC base maintenance.

Employee Convicted for Steering Contracts to Supplier

A Government technician and a co-worker went to a manufacturer and offered to ensure
that the manufacturer received Agency contracts in return for a hefty “finders fee." The
manufacturer, unfortunately for these enterprising employees, went to the FBI, which set up a
sting operation and arrested the technician. At trial, the technician, ever so clever, argued that he
could not be found guilty of bribery because he was not a contracting officer, and therefore did
not have the authority to award contracts to the manufacturer. The court rejected this argument
after listening to testimony on the role of technicians as far as providing expert information that
contracting officers rely upon, and upheld the conviction of the technician.

The offense of bribery occurs when a public official seeks or accepts anything of value in
return for being influenced in the performance of an official act. Such acts include giving advice,
making recommendations, and conducting investigations as well as making decisions.

Former Federal Highway Administration Official and Wife Engage in Corrupt Scheme

A former FHWA employee and his wife were sentenced for engaging in a bribery and
kickback scheme involving traffic engineering contracts. The former employee improperly told a
contractor that they would probably win a confract. In return, the contractor granted a sub-
contract to the FHWA employee's wife’s “consulting firm.” The employee’s wife had no highway
engineering education or experience. She received over $100,000 in Government contracts.

In addition to other charges, the former employee pled guilty to one count of bribery.

IRS Official Convicted for Steering Contracts

A former IRS official was sentenced in US District Court for accepting bribes in return for
directing IRS computing contracts to certain companies and for failing to report the bribes on his
income tax retumns.

He pled guilty to one count of bribery and to one count of filing a false tax return, and
received a 37 month prison term and three years probation as a result. Bribery occurs when a
public official seeks or accepts anything of value in return for being influenced in the performance
of an official act.

Special Operations Command Bribery Scandal Nabs Two Retired Officers

Two retired military officers at SOCom found themselves in federal court after the
revelation of a scheme to funnel defense contracts to companies willing to provide lucrative
kickbacks. The first official was a retired Army lieutenant colonel, and was employed by SOCom
as a contractor charged with evaluating weapons designed for the special operations forces. The
second official was a retired Army colonel, who was chief of special programs at SOCom.
Prosecutors allege that the retired colonel formed a private consulting company in order to




represent companies seeking to get part of SOCom’s $1.8 billion procurement budget. The
consulting company then made illegal payments to the retired lieutenant colonel in exchange for
his favorable reviews of their clients’ weapons.

The retired lieutenant colonel pled guilty to federal bribery charges. Although he faced 15
years in prison, his exemplary service and cooperation with investigators earned him a reduced
sentence of three years of supervised probation, six months of home detention, and $4500 in
fines. The retired colonel has maintained his innocence, and faces up to 15 years in prison and
$250,000 in fines.

Iraq Contractor Caught Taking $1 Million in Bribes

A former contracting officer for the Iragi coalition government pled guilty to accepting over
$1 million in bribes in return for steering contracts to a contractor with companies in Irag and
Romania. The officer was a convicted felon when he was hired by a U.S. company, which
subsequently won a contract with the U.S. to provide controllers to Iraqi regions. The officer was
put in charge of over $82 million in funding for an area south of Baghdad. He quickly began
accepting bribes in the form of cash, cars, jewelry, and sexual favors from women provided by a
contractor, in exchange for steering lucrative contracts in the contractor’s direction. Investigators
recovered incriminating email traffic, including one email from the official to the contractor
exclaiming, “I love to give you money!” Later investigations showed that much of the contracted
work was never completed. Also implicated in the scandal was a retired Army lieutenant colonel,
who also worked as a contracting officer in the region. He was accused of funneling contracts to
the same contractor in exchange for lucrative kickbacks, including a new car; he also was
accused of simply stealing large amounts of money from reconstruction funds which he then
smuggled into the U.S.

The official pled guilty to bribery, conspiracy, and money-laundering, as well as charges
connected with his illegal possession of at least 50 firearms, including machine guns and grenade
launchers. He awaits sentencing, and faces up to 30 years for the conspiracy charge alone. The
contractor pled guilty to conspiracy, bribery, and money-laundering. He faces up to 40 years in
prison, five years of supervised release and a fine of $750,000. He also must repay the
government $3.6 million and forfeit $3.6 million in assets. The lieutenant colonel’s case is still
pending. (Source: Washington Post, February 2, 2006; Aprif 16, 2006)

Cargo Contractor Faces 5 Years for Bribery

A Navy contractor at the Space and Naval Warfare Systems Center Charleston
Detachment pled guilty to accepting bribes from a freight forwarding company. In exchange for
awarding freight transportation contracts to the company, the contractor received items valued at
more than $10,000, including extravagant dinners, concert and NASCAR tickets, weekends at a
bed-and-breakfast, jewelry, and “spa days” at a department store. Investigators discovered that
coincidentally, the freight company's business was virtually nonexistent before the contractor
began awarding them contracts that eventually totaled over $700,000.

The contractor faces up to five years in prison and a $250,000 fine. She is the seventh
defendant connected to an investigation of payoffs between freight forwarding companies and
government contractors. (Source: UPI, March 20, 2006)




Gift-Giving Contractor Faces 5 Years for Bribery

The owner of a cargo company in Virginia Beach faces five years in prison after giving
thousands of dollars in gifts to federal contract officers at the Norfolk Naval Shipyard in exchange
for lucrative military shipping contracts. One federal contract officer, who had worked for the
government for 25 years, received free lunches and dinners, an open tab at a delicatessen,
airline tickets, concert and NASCAR tickets, cigars, and a $6,000 jacuzzi. The vice president of
the owner's cargo company was also indicted for bribes to another Norfalk federal coniract officer
totaling over $75,000. In return for these gifts, the owner's company received over $640,000 in
shipping contracts.

The owner faces up to five years in prison and $250,000 in fines. The two contract officers
both pled guilty; the first has been sentenced to 44 months in prison, and the other awaits
sentencing.  (Source: Hampton News, 10/25/05)

Employees Fail to Profit from Red Tape

Two workers at the Veterans Affair's Consolidated Mail Outpatient Pharmacy, which mails
prescriptions to veterans, were charged with taking kickbacks for purchasing a product from a
supplier at more than twice the normal price. The product? Red tape. The employees were
charged with purchasing 100,000 rolls of the tape, which is stamped with the word “security” and
is meant to deter tampering, at $6.95 a roll rather than its $2.50 retail value. In return, they
received kickbacks of more than $1 per roll.

The duo will have plenty of time to appreciate the irony of their situation, as they face a
sentence of 15 years in jail.

Accepting Kickbacks Earns Contractor 11 Years

A federal investigation into bribery ended in three fraud convictions for the Chief of Plans,
Requirements, and Acquisitions for the Defense Systems Agency at the Navy Ship Paris Control
Center. The Department of Defense employee accepted $500,000 in cash in exchange for
awarding $18.1 million in contracts to an information technology company. The investigation also
uncovered a scheme by the employee, his brother, and his nephew to defraud an environmental
remediation business by submitting phony invoices for more than $76,000. The employee was
also convicted for lying about his wife's disability status to the Social Security Administration.

This trio of offenses earned the employee 11 years in federal prison, where he will have a
family reunion with his brother and nephew as well as his daughter, who was convicted of making
false statements to the grand jury.

(Source: York Daily Record, March 29, 2006}

IRS Employee Goes to Jail for Accepting Gifts

In the course of collecting the debt from a construction company, an IRS Revenue Agent
became friends with the owner. Such good friends, that the agent accepted free games of golf
from the owner, as well as a number of free dinners at restaurants. Indeed, the owner and the
agent were such pals that the owner presented the agent with a cashier's check for $14,900,
which he subsequently used to purchase a car.




Unsurprisingly, the agent admitted that the gifts adversely affected his collection of the
construction company’s outstanding debt. The agent received three years in jail and six months
of home confinement for an Unlawful Act of a Revenue Officer.

Postal Service Worker Faces Jail Time for Bribery

A U.S. Postal Service (USPS) employee responsible for receiving and awarding bids on
USPS printing orders was arrested for trading Government contracts for cash. The employee
funneled valuable contracts to the owner of a Washington D.C. printing business in exchange for
payments of $11,575 to the employee’s divorce lawyer. Over the course of the investigation,
authorities uncovered four other printing companies that admitied paying bribes fo the former
USPS employee.

The printing business owner pled guilty to bribery, and faces up to two years in prison and
a $250,000 fine. The USPS employee's case is pending in court.

Compensation for Representational Services from Non-Federal
Sources {18 U.S.C. § 203-Type Violations)

Receipt of Income by Federal Employee Results in 18 U.S.C. 203 Violation

‘ A former employee of the Department of Transportation was sentenced in the U.S. District
Court for the Eastern District of Texas for receiving unauthorized compensation from a
Government contractor for performing Government duties. The employee, in his capacity as a
Supervisory Marine Surveyor for the Maritime Administration, accepted compensation from BGI
Enterprise, Inc. for providing representational services in preparing a bid package for a $1 million
U.S. Coast Guard contract to remove sunken barges from the Intracoastal Waterway in Texas.

The employee pled guilty to one count of violating 18 U.S.C. 203, and the Government
dropped its charge of making false statements to the Government and failure to report the receipt
of the unauthorized compensation on his annual financial disclosure form. The employee was
sentenced to a one-year probation and ordered to pay a $2,500 fine.

Under this criminal statute, in general, Federal employees may not accept compensation
for representing someone else before a Federal agency on particular matters in which the United
States is a party.

DOT Employee Sentenced for 18 U.S.C. 203 Violation

A former US Department of Transportation employee was sentenced in US District Court
for receiving unauthorized compensation from a Government contractor for representing the
contractor on a contract bid to the Government. The former official admitted that he assisted a
DOT contractor in the preparation of a bid package for a $1 million Government contract. The
judge sentenced the former employee to a year of probation and to pay a $2,500 fine.

Sergeant-at-Arms of the United States Senate Takes Free Flight to Hawaii After
Recommending Contractor

The Sergeant-at-Arms is the chief purchasing agent for the Senate and in that capacity he
recommended that the Senate purchase and install a $219,000 AT&T telephone system for the




U.S. Capitol Police. Three weeks later, he accepted a round-trip Washington-Honolulu airline
ticket, valued at $2,700, from an AT&T employee.

He pled guilty on November 18, 1992, to one misdemeanor count of violating 18 U.S.C.
203 and was sentenced to one year of supervised probation, to pay full restitution of $2,700, and
a $5,000 civil fine.

Conflicts of Interest (18 U.S.C. § 208-Type Violations)

And the Band Played On...While the Ship Sank Around Them

An Assistant Secretary of Telecommunications and Information within the Department of
Commerce spoke with ethics officers about a small dinner party she was having at her home but
neglected to mention: a) the party was for between 60 and 80 people and b) it was paid for by
companies she was responsible for regulating. Although the ethics officers found her to be in
violation of the department's regulations, the Justice Department elected not to press criminal
charges.

Helping to Contract with a Potential Employer—A Bad Idea

The Facts: A U.S. State Department official was negotiating an employment contract with
a private employer when he recommended in his official capacity that the Department of Defense
(DoD) enter into a contract with the same company. The aim of the contract: to provide
equipment and transportation to help recover the remains of U.S. servicemen who were missing
in action during the Korean War. Relying upon the official's recommendation, DoD contracted
with that company for $717,000. Unfortunately, the official's recommendation to contract with a
company with whom he was negotiating employment violated the law. On January 10, 2002, the
State Department official was sentenced to three years probation and ordered to pay a $5,000
fine. (Source: Federal Ethics Report, Feb. 2002.)

The Law: With some exceptions, 18 U.S.C. § 208 (2003) forbids any officer or employee
of the executive branch from participating “personally and substantially” in his or her official
capacity in a contract, controversy, “or other particular matter” in which he or she, or any person
or organization with whom he is she is negotiating employment, has a financial interest. Anyone
violating this law “shall be imprisoned for not more than one year,” fined, or both (see 18 U.S.C. §
216). By making a recommendation on a contract involving a company with which he was
negotiating employment, the official in this case violated the law.

CIA Conflict of Interest

A CIA employee paid $48,000 to settie a complaint brought by the Department of Justice
that the employee had participated in official matters in which his spouse had a financial interest.
The employee had served as the Contracting Officer Technical Representative (COTR) on certain
contracts between his agency and a private corporation, where his wife worked. The contracts
involved millions of dollars awarded to the corporation. Although the employee's wife did not work
on the same contracts as the employee, she received stock options for the purchase of the
corporation’s stock that were affected by the corporation's profits from the contracts her husband
had worked on.




A criminal statute, 18 U.S.C. 208, prohibits employees from participating personally and
substantially in matters that have a direct and predictable effect on their own financial interests or
those of their spouses, minor children, or organizations in which they are employed. In this case,
the employee's involvement in the corporation’s contracts affected the profitability of the
corporation, which was passed on to the employee’s wife through her stock options.

Former Federal Bureau of Investigation (FBI) Agent Violates Conflict of Interest Statute

A former FBI agent pled guilty to violating 18 U.S.C. 208, which prohibits Federal
employees from participating in official acts in which they have a personal financial interest. The
agent's job responsibilities included researching and testing the use of pepper spray for the FBI,
which resulted in contact with the manufacturers of one particular type of pepper spray. The
agent subsequently recommended this pepper spray, and in returmn, received $57,500 in
payments from the manufacturer. Following the agent’s recommendation, the FBI approved the
use of the pepper spray for its agents, resulting in a large purchase from the manufacturer.
Additionally, as a result of the FBI agent's research and recommendation, other law enforcement
agencies nationwide began to use the pepper spray produced by the manufacturer.

The former agent was sentenced to two months imprisonment followed by three years of
supervised release for his violation of 18 U.S.C. 208. This statute bars Federal employees from
officially participating (in this case, even making a recommendation) in particular matters (in this
case, a contract to buy pepper spray) that have a direct and predictable effect on the employee's
financial interests or those of the employee’s spouse or minor children.

Army Employee Sentenced for Conflicts of Interest

A civilian employee of the U.S. Army pleaded guilty to violation of the conflicts of interest
statute (18 U.S.C. 208) in Federal Court and was sentenced to one year probation and a $1,000
fine. The employee had participated in the awarding and administration of contracts involving a
company in which the employee owned stock, thereby participating personally and substantially
as a Government employee in matters that affected his financial interests. The employee, who
filed financial disclosure statements (OGE Form 450}, had also failed to disclose his financial
interest in the company.

Chief Financial Officer and Chief Information Officer of the United States Department of
Education Violates 18 U.S.C. 208

While the official held the above titles at the Department of Education, his wife owned 600
shares of Compaq computer stock that she had inherited from her mother. During this period, the
official was involved in his official capacity in issues concerming Compaq computers. The
Government contended that the official violated 18 U.S.C. 208, for participating personally and
substantially as a Government officer in a particular matter in which, to his knowledge, he and/or
his spouse has a financial interest.

Pursuant to a civil settlement, the official paid the Government $20,000, and the
Government released him from its claims.
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District Conservationist at the U.S. Department of Agriculture’s National Resources
Conservation Service Sentenced for Conflict of Interest

The NRCS employee was the Government's technical representative on a USDA soil and
water conservation program that was implemented through a State of North Carolina program
called NCACSP (North Carolina Agricultural Cost Share Program). Under the NCACSP program,
local landowners can receive funding to reduce agricultural pollution. The NRCS employee, in his
position as a district conservationist, approved a contract whereby a business venture owned by
his spouse sold filter fabric to landowners through the NCACSP program.

The NRCS employee was charged with a felony count of violating 18 U.S.C. 2, aiding and
abetting, and 18 U.S.C. 208, for participating personally and substantially as a Government
employee in a particular matter, in which, to his knowledge, his spouse has a financial interest.
Further, in his position as a district conservationist, he approved a contract between the NCACSP
and a cattle operation in which he and his spouse were pariners. Additionally, he approved a
contract for fence construction between the NCACSP and a third party. This contract resulted in
payments that were transferred to a partnership consisting of the NRCS employee, his spouse,
and the third party. The NRCS employee was charged with two additional felony counts of
violating 18 U.S.C. 208, for participating personally and substantially as a Government employee
in a particular matter, in which, to his knowledge, he, his spouse, and general partner have a
financial interest. A jury convicted the NRCS employee on all counts. He was sentenced by the
court to one year of probation.

Patrick Air Force Base Engineer Violates Conflict of Interest Statute

An engineer in the Contracts Department at Patrick Air Force Base started a business,
along with former military personnel and former Government employees, which submitted a bid to
the base. The engineer, in his official capacity, provided the technical evaluations on the bid.
Through the bidding process, the company was awarded the contract.

The engineer was charged with participating personally and substantially in a particular
matter in which he had a financial interest, in violation of 18 U.S.C. 208. Pursuant to 18 U.S.C.
216(a)(1), he pled guilty to a misdemeanor violation of section 208 and was sentenced to nine
months probation and fined $2,500.

Computer-Aided Navigation Leaves Retired Captain Lost at Sea

A Coast Guard Captain working on the integration of legacy navigation systems with GPS
spoke with a government contractor assigned to the project about post-retirement work. Once
retired, the captain made recommendations concerning purchases to his former colleagues still
wearing Coast Guard uniforms — purchases that directly benefited the captain in his new role as
consultant. The government maintained that the captain violated 18 U.S.C. § 208(a), by
negotiating for future employment with a contractor he dealt with in his active duty capacity, and
18 U.S.C. § 207 (a)(1), by attempting to influence government personnel on a project over which
he had exercised considerable responsibility . The Government seftled with the captain for
$25,000.

Conflict of Interest Results in $10,000 Fine

A Navy Construction Representative overseeing a company’s two construction contracts
with the Navy secured employment to subcontract the same projects he was supposedly




